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Abstract  
In The importance of privacy has been the subject of much debate for centuries. While the public opinion 
continues to value and desire privacy, the level of privacy afforded to citizens continues to diminish owing 
to the continued, rapid pace of technological advances. With the imminent transition to the Internet of 
Things (IoT), the future of privacy is uncertain and in danger. In order to understand what the future 
holds for privacy, we leverage the predictions made by 2511 privacy experts. Utilizing semantic analysis, 
we identify the emerging privacy-related concepts and explore the relationships between these concepts. 
The resultant framework will be compared to existing privacy frameworks to determine the influence of 
individual and external factors such as demographics and culture on experts’ predictions, and to identify 
fruitful avenues for future privacy research in the digital age.  
Introduction 
In 1890, the Harvard Law Review published an article emphasizing the importance of individuals’ “right 
to be left alone” from “intrusive activities” (Van den Hoven et al., 2016). Ever since, debate surrounding 
whether privacy matters, has been a convoluted, perennial discourse. The most recent news story which 
further inflamed public debate on the privacy issue among Americans involves the San Bernardino attacks 
and the motion filed by the Department of Justice which forces Apple to comply with an F.B.I. iPhone 
backdoor request (Lichtblau & Apuzzo, 2016). In a nutshell, the public opinion is concerned that the 
backdoor request could lead to a surveillance society and highly vulnerable privacy (Gilliom, 2001). 
Unfortunately, advocates of privacy protection might face difficulties in winning the privacy debate. Three 
indicators support the pessimistic but pragmatic argument that the future of privacy will continue to 
erode. These indicators are the pace of technological advances, the lagging privacy legislation, and the 
rigor versus relevance issue in the privacy literature. 
First, consider the increasing number of technologies people use at home, work, and school. Most 
technological devices will be connected to the Internet when the applications of the Internet of Things 
(IoT) become viable. Examples of such technological devices (i.e. things) include smartphones, 
smartwatches, smart cars, smart thermostats, and smart appliances. These things will collect, store, 
process, and share a tremendous amount of public and private data, irrespective of peoples’ awareness 
(Zhang et al. 2014). As a result, IoT will ultimately turn things into surveillance machines, presenting 
further challenges to protecting information privacy (Zhang et al. 2014). The second indicator is the 
stagnate approach to regulating data practices in the U.S. (Baumer et al. 2004). Research on the legal 
aspects of privacy has focused on addressing regulatory and fair practice issues through which the U.S. 
government can adapt its legislations (Dinev et al. 2006). However, it is well-recognized that a 
comprehensive national law which regulates the collection and use of personal information in the U.S. 
does not exist yet (Baumer et al. 2004). Regulating online privacy in the U.S., at least compared to the 
European approach, appears to be weak and far from mature (Baumer et al. 2004; Wu 2014), leading to 
challenges in addressing the intricate privacy issue. The third indicator pertains to the rigor versus 
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relevance issue. Research on privacy has attracted many behavioral scientists from different disciplines, 
including Information Systems (IS). This stream of research is invaluable in terms of providing practical 
solutions which attempt to resolve the privacy dilemma. IS researchers, in particular, have been actively 
researching this area, as information privacy concerns mainly emanate from interaction with Information 
Technologies (IT) (Belanger and Crossler 2011; Li 2012; Smith et al. 2011). Despite many scholarly efforts 
to address the privacy issue, the insights gained from these studies might be far from practicality. For 
instance, one can argue that the literature on privacy delves into empirical testing of conceptual 
frameworks whose implications are barely transferred to real-world settings. As Bélanger and Crossler 
(2011) put it, research on information privacy tools and technologies “has been addressed mostly at the 
conceptual (proof of concept) level as opposed to actual implementable and available tools” (p. 1022). 
Thus, one can easily infer that the obstacles to achieving timely and effective practical solutions make it 
difficult to preserve some of the currently eroded privacy. Consequently, as people become aware of the 
fact that privacy has eroded to a large extent but retain the believe that privacy should still matter in this 
digital age (Acquisti 2013), they might be faced with the following unanswered questions. Should we give 
up our privacy or should we adapt our behaviors to retain it? Are things going to be worse or better in an 
era of big data and IoT? What is the future of privacy? 
In this study, we adopt a qualitative semantic text analysis approach to achieve two main objectives. First, 
we aim to provide answers to the above questions, based on the perspectives of privacy experts (i.e. 
scholars and professionals). Using this perspective is critical for obtaining credible predictions. Second, 
we aim to inform the privacy literature about the significant concepts emerging from the experts’ 
perspectives. In particular, we ask the following research questions: 1) what are the emerging concepts on 
the future of the privacy issue from an experiential perspective? and 2) how do these emerging concepts 
relate to each other? In addition, we examine three factors that can influence the experts’ predictions, 
leading to our third research question: 3) do predictions about the future of the privacy issue and the 
emerging privacy-related concepts differ depending on the profession, anonymity, and cultural 
background of the experts? 
The Pew Research Center (PRC), a well-recognized nonprofit, nonpartisan, and non-advocacy 
organization, has been actively engaged in conducting public opinion polling to answer privacy-related 
questions. Although the PRC research approach is different from the traditional research approach 
adopted by scholars, it can be highly informative and supplementary to scholarly research. In view of that, 
we utilize a public qualitative PRC dataset to answer the proposed questions. Indeed, the PRC has 
provided its own insights from this rich dataset, which includes 2,511 responses. However, our approach 
differs fundamentally as we adopt systematic and semantic analysis techniques to present a concise view 
of the most significant concepts as well as the relationships between these concepts. 
Our potential contribution to the privacy literature is twofold. First, we will contribute to theory 
development in the privacy domain. In particular, our identification of the most important concepts 
pertaining to the future of privacy has its merits to highlight significant concepts that might have not been 
considered in prior research. Furthermore, the fact that the inferences we will make are based on privacy 
experiential perspectives give more credibility to the significance of the emerging concepts. Hence, the 
resulting conceptual framework from this study will enable us not only to minimize the rigor vs. practice 
gap but also to compare the resulting framework to generic privacy frameworks presented in privacy 
review studies (Bélanger and Crossler 2011; Li 2011, 2012; Smith et al. 2011). Second, we will contribute to 
the methodology aspect in the privacy literature. Specifically, we aim to provide a novel approach to 
identifying major privacy-related concepts and their relationships using latent semantic analysis. 
Related Work 
Information privacy has attracted a great deal of interest from a number of academic disciplines including 
IS. In recent years, a considerable amount of published research has examined a host of predictors and 
outcomes of information privacy concerns based on different theoretical lenses (Bélanger and Crossler 
2011; Li 2011, 2012; Smith et al. 2011). A number of literature reviews have sought to consolidate existing 
privacy studies and provide an overview of our current knowledge on information privacy. For example, 
Smith et al. (2011) propose the overarching APCO macro model for understanding privacy (Antecedents 
→ Privacy Concerns → Outcomes). Li (2011) presents an integrated framework which also encapsulates 
the predictors and consequences of privacy concerns. Drawing from these reviews, the factors pertinent to 
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understanding the role of information privacy in a given context can be highlighted. Firstly, several 
individual factors can influence information privacy concern, including demographics, personality type, 
and relevant technology and privacy experiences (Bansal et al. 2010; Junglas et al. 2008). Contextual 
factors can also play a role with sensitive information often garnering higher privacy concerns (Bansal et 
al. 2010). The individual’s environment can also influence privacy concern through factors such as culture 
and regulatory environment (Dinev et al. 2006). On the other hand, information privacy concerns can 
result in a number of behavioral outcomes ranging from privacy protective behaviors to reduced 
willingness to provide personal information (Dinev et al. 2006; Son and Kim 2008). 
  
Information privacy requires a great deal of further research to explain the role of privacy in different 
contexts and to provide actionable insights for organizations and governments engaged in developing 
technological solutions (Bélanger and Crossler 2011). The aim of these overarching frameworks is to 
provide guidelines for developing a cohesive body of literature (Smith et al. 2011). Many factors within 
these frameworks require further examination to clarify conflicting findings (Li 2011) or confirm their 
relevance among another population (Bélanger and Crossler 2011). The factors we focus on include 
demographics, control, and culture. 
First, we explore the role of profession on the views expressed by experts. Many existing information 
privacy studies explore the views of students (Bélanger and Crossler 2011). When compared to students 
and other groups, privacy experts are likely to be far more knowledgeable on issues related to technology 
and privacy. In this study, we not only investigate experts’ views on privacy but also compare their 
experiential backgrounds, a scholarly vs. professional perspective. As the large majority of information 
privacy research focuses on explaining relationships and predicting the influence of privacy concern on 
citizens’ behavior (Bélanger and Crossler 2011), this is likely to influence the opinions of scholars. It is 
thus argued that privacy scholars’ predictions will be largely based on existing theory. On the other hand, 
due to their occupation, privacy professionals’ perspective may focus on advances in privacy preserving or 
diminishing technologies. Accordingly, the views of professionals can address the dearth of privacy 
studies which provide the insights needed to design privacy enhancing solutions. Second, the ability to 
remain anonymous when browsing online is viewed as a form of privacy control (Bélanger and Crossler 
2011). In other words, the protection of one’s identity facilitates ‘private’ browsing online. We argue that 
anonymity will have a similar influence in this study. Experts who chose to remain anonymous in this 
study were afforded a degree of privacy control, as they were free to express critical and controversial 
views while protecting their identity. We explore the role of anonymity by comparing the perspectives of 
anonymous and identified experts.  Third, the majority of information privacy research takes place in the 
U.S., leading to calls for studies among non-U.S. populations (Li 2011; Smith et al. 2011). In the few 
existing studies which have utilized other populations, interesting differences have been found (e.g., 
Dinev et al. 2006; Miltgen and Peyrat-Guillard 2014). For instance, Miltgen and Peyrat-Guillard (2014) 
found disparities in the views expressed by citizens of different European countries. In this study, we 
examine whether U.S. and non-U.S. experts have similar or differing views on the privacy issue. It is likely 
that there will be differences in the predictions made by U.S. and non-U.S. experts due to differences in 
regulation, role of government, and cultural influences.  
Methodology 
The qualitative data we analyzed were based on the experts’ responses to questions asked by the PRC and 
Elon University’s Imagining the Internet Center in an online canvassing conducted between November 
25, 2013, and January 13, 2014. The experts had at least 12 years of experience. They came from diverse 
organizational backgrounds, such as Association of Internet Researchers, Internet Rights and Principles, 
Liberation Technology, and American Political Science Association. A total of 2,511 responses were 
consolidated into a 330-page file. The PRC separated the responses into two groups; those who disclosed 
their names vs. those who chose to remain anonymous.  
The respondents provided detailed written responses to the following questions posed by PRC: 1) will 
policy makers and technology innovators create a secure, popularly accepted, and trusted privacy-rights 
infrastructure by 2025 that allows for business innovation and monetization while also offering 
individuals choices for protecting their personal information in easy-to-use formats? and 2) consider the 
future of privacy in a broader social context. How will public norms about privacy be different in 2025 
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from the way they are now? We downloaded the responses from the website: http://www.elon.edu/e-
web/imagining/surveys/2014_survey/2025_Internet_Security_Privacy.xhtml. 
We classified responses based on three factors: profession type (scholar experts vs. professional experts), 
anonymity (anonymous vs. self-identified), and cultural background (U.S. vs. non-U.S.). We created a 
spreadsheet showing details for each of the 2,511 respondents. As our aim is to understand how prediction 
of the future of privacy differs among the respondents, we separated the responses for each of these 
classifications. We used the qualitative data analysis approach proposed by Miles et al. (2013). More 
specifically, to analyze the emerging themes, we utilized the “construct table” (p. 171) approach. This table 
examines themes, responses, gender, occupation, and other characteristics. To identify themes, we turned 
to the latent semantic analysis software tool, Leximancer. The following paragraph briefly describes the 
processes.  
Leximancer divides content analysis into two parts: thematic analysis and relational analysis. The 
thematic analysis derives the themes within a text document. The relational analysis examines how these 
themes are related. The thematic analysis begins with a text document as an input to identify frequently 
used words (word counts) also known as seed words. Leximancer excludes the common stop words such 
as am, and, it, as, and others. The relational analysis is a measurement of co-occurrence concepts within 
text. Concepts are measured according to how frequently they occur within two-sentence “chunks” of text 
or often referred to as “a window”. Leximancer moves this window throughout the document, two 
sentences at time, measuring the co-occurrence of the concepts, throughout the entire text. Leximancer 
visually presents a “concept map”. Each circle in the concept map represents a theme. Once the initial 
overall map is created, the analyst can change the theme size to adjust the grouping of concepts on the 
map. The analyst has the capability to select the desired level of granularity.  
Based on a preliminary analysis of the anonymous vs. self-identified responses, Figure 1 depicts some 
initial results. The themes (i.e., words enclosed in circles) reflect the major emerging concepts. For 
example, the main concepts emerging from anonymous responses were: privacy, public, information, 
security, and control. For identified responses, the main concepts were: information, business, social, 
global, and surveillance. Given that Leximancer displays these terms using “hot” colors (red, orange, 
yellow), the central themes are privacy and information for anonymous and self-identified respondents, 
respectively. An interesting observation from this initial analysis is the fact that the concept of privacy and 
security appeared as the hottest concepts among anonymous but not identified respondents.  
 
 
Anonymous Self-identified 
Figure 1:  Sample results with key terms for anonymous vs. self-identified 
Conclusion 
By analyzing large volumes of text from more than 2,500 respondents, we were able to identify some high 
level concepts for anonymous and self-identified respondents. To further our analysis, we plan to classify 
concepts for scholars vs. professionals and U.S. vs. non-U.S. respondents. Once we identify the main 
themes, we plan to conduct relational analysis to determine how these themes are connected to each 
other.  
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